Mj User Programmable, Rugged, Secure 5G Handheld Device

Product Description: The Secure 5G Handheld Device is a powerful, user-programmable, portable
communication tool designed with security in mind. Leveraging the latest in 5G technology, this device
offers high-speed connectivity, a 7-inch capacitive touchscreen, and a lithium-ion battery housed in a
custom 3D-printed enclosure. Perfect for developers, researchers, and security-conscious users, the
Secure 5G Handheld Device meets FIPS/NIST security standards with factory upgradeable multi-enclave
support soon.

Key Features & Benefits

Worldwide 5G coverage (SIM is not included), NSA and SA modes supported
High-Speed, Low latency Connectivity: 5G NR, LTE, 3G/2G fallback
Enhanced internal antenna performance for 5G frequencies

All-inclusive high speed SG/LTE indoor CPE/gateway

e Supports TCP/UDP/FTP/HTTP/HTTPS/PING/SMS networks protocols

5G Features
e 5G Bands Supported: nl, n2, n3, n5, n7, n8, n12, n20, n28, n38, n40, n41, n48, n66, n71, n77,
n78, n79

« LTE Bands Supported: B1, B2, B3, B4, B5, B7, B8, B12, B13, B14, B18§, B19, B20, B25, B26,
B28, B29, B30, B32, B38, B39, B40, B41, B42, B43, B46, B48, B66, B71
Power Supply: Lithium-ion battery, 6600mAh, 5V/3A USB-C power adapter

Connectivity

e Wi-Fi Standards: IEEE 802.11ax/ac/n/g/b/a (Wi-Fi 6)
o Frequency Bands: Dual band (2.4GHz and 5GHz)
o Maximum Wi-Fi Speed: 1.2 Gbps on 5GHz band, 574 Mbps on 2.4GHz band
e [Ethernet: 1 Gigabit Ethernet port
e USB Ports: 2 x USB 3.0,2x USB 2.0
e SIM Card Slot: Nano SIM slot

Network Management

e Wi-Fi Management Software: Hostapd for Wi-Fi access point configuration
e Modem Manager: ModemManager for managing cellular connections
o Firewall: Iptables for network security
e DHCP Server: ISC DHCP server
Features

o Easy Setup: Plug-and-play setup with pre-configured Raspberry Pi OS and necessary software
packages.

Remote Management: Secure remote access and management via SSH and web interface.
Failover Capability: Automatic failover to LTE in case of 5G network issues.

Port Forwarding and DMZ: Configurable through the web interface.

VPN Support: Supports OpenVPN and WireGuard for secure remote connections.

Dimensions and Weight

¢ Dimensions: 190mm x 110mm x 20mm
e  Weight: 531 grams

Warranty

e  Warranty Period: 1-year limited warranty.
Regulatory and Compliance

e Certifications: CE, FCC, RoHS



